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FIG.2 

A PERSONAL CERTIFICATION ID ACQUIRING FLOW CHART 



( START ) 



APPLICANT FOR APPLYING FORTERSONAL CERTIFICATION ID" 
SUBMrrS IDENTFTY PAPERS (COPYOF THE APPLICANT'S FAMILY REGISTER 
OR RESIDENT'S CARD, AND PASSPORT OR DRIVING LICENSE, ETC.) 
TOTERSONAL CERTIFICATION ID" ISSUING WINDOW 



THETERSONAL CERTIFICATION ID" APPLICANT 
GOES TO THETERSONAL CERTIFICATION ID" ISSUING WINDOW 
FOR REGISTERING PERSONAL IDENTIFICATION NUMBER 



-201 



•202 



THETERSONAL CERTIFICATDN ID" APPLICANT 
GOESTOTHETERSONAL CERTIFICATION ID" 
ISSUING WINDOW FOR REGISTERING MAIL ADDRESS 



-203 



THETERSONAL CERTIFICATION ID" APPLICANT 
PAYS FEETO THETERSONAL CERTIFICATION ID" 
ISSUING WINDOW FOR ACQUIRING THETERSONALCERTIFICATION ID" 



204 



THETERSONALCERTIFICATION ID" ISSUING WINDOW 
GIVESTHETERSONAL CERTIFICATION ID" 
TOTHETERSONAL CERTIFICATION ID" APPLICANT 



205 



THETERSONALCERTIFICATION ID" ISSUING WINDOW 
UPDATES CERTIFICATE DATABASE IN ACCORDANCE 
WITH THE ISSUED TERSONALCERTIFICATION ID" 



■206 



( END ) 
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FIG.3A 



CERTIFICATE DATABASE 



PERSONAL 
CERTIFICATION ID 


PERSONAL 
IDENTIFICATION 
NUMBER 


MAIL ADDRESS 


IDENTITY PAPERS 


CERTIFICATE DATA 


172454633 


* * * * 


abc@def.ne.jp 


RESIDENT'S CARD/ 
DRIVING LICENSE 


172454633.dat 


172454634 


* * * * 


ghi@jkl.ne.jp 


RESIDENT'S CARD/ 
PASSPORT 


172454634.dat 
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# # # # 
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FIG.3B 



ISSUE MANAGEMENT DATABASE 



U CHIP ID 


PERSONAL 
CERTIFICATION ID 


I EXPIRATION DATE 


VALID ACCESS 
NUMBER-OF-TIMES 


ACCESS HISTORY 


2000021000002159 


172454633 


20000510 


3 


2000021000002159.log 


2000022700001483 


172454634 


20000527 


1 
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FIG.3C 



ACCESS HISTORY 



DATE 


ACCESS SOURCE 


20000217 


218.313. 104. 092 


20000219 


203. 431 . 202. 003 


• 


• 



Robert C. Colwell, Reg. No. 27,431 (650) 326 2400 
Applicant: Tomomi Haruna, et al. 
Title: Certification Method and Device and Certificate Issuer System 
Atty Docket No. 16869S-030000 
Sheet 4 of 6 

FIG.4 

A PRINTING PROCESS FLOW CHART 



( START ) 



PRINT TERMINAL USES MICROCHIP READING DEVICE 
TO READ MICROCHIP ID IN MICROCHIP BUILT 
IN PRINT FORM 



-401 



THE APPLICANT FOR APPLYING CERTIFICATE USES 
INPUT DEVICE OF THE PRINT TERMINAL TO INPUT 
THE'PERSONAL CERTIFICATION ID" 
AND "PERSONAL IDENTIFICATION NUMBER" 
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CONTROLLER OF THE PRINT TERMINAL SENDS 
THE"MICROCHIPID","PERSONAL CERTIFICATION ID" 
AND"PERSONAL IDENTIFICATION NUMBER" 
TOTHECERTIFICATE ISSUER 
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THE APPLICANT FOR APPLYING 
FOR CERTIFICATE PAYS FEE 
TOTHECERTIFICATE ISSUER 



•404 



THE CERTIFICATE ISSUER REGISTERS THE RECEIVED 
"PERS0NALCERTIFICATI0NID7MICR0CHIPID",AND 
"EXPIRATION TIMETVAUD ACCESS NUMBER-OF-TIMES" 
IN ISSUE MANAGEMENT DATABASE 



THE CERTIFICATE ISSUER SENDS CERTIFICATE DATA 
TOTHE PRINT TERMINAL 
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•406 



THE PRINT TERMINAL PRINTS 
OUT THE CERTIFICATE DATA RECEIVED 
FROM THE CERTIFICATE ISSUER BY USE OF PRINTER 



•407 



( END ) 
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FIG.6 

A CERTIFICATE VERIFYING FLOW CHART 
( START ) 



VERIFICATION TERMINAL USES MICROCHIP READING 
DEVICETO READ MICROCHIP ID 
IN MICROCHIP BUILT IN PRINT FORM 



601 



THE VERIFICATION TERMINAL SENDSTHE MICROCHIP IU 
READ BY THE MICROCHIP READING DEVICE 
TOTHECERTIFICATE ISSUER 
AND MAKES A REFERENCE REQUEST 



602 



THE CERTIFICATE ISSUER SENDS CERTIFIUA I h UA I A IN 
ASSOCIATION WrTH THE RECEIVED MICROCHIP ID 
TO THE VERIFICATION TERMINAL WITH REFERENCE 
TOTHE ISSUE MANAGEMENT DATABASE 
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THE VERIFICATION TERMINAL DISPLAYS 

THE CERTIFICATE DATA RECEIVED 
FROM THE CERTIFICATE ISSUER 
ON DISPLAY DEVICE OF THE VERIFICATION TERMINAL 



604 



CERTIFICATION VERIFIER COMHAHtb 
TH E CERTIFICATE DATA DISPLAYED ON THE DISPLAY DEVICE 
OFTHE VERIFICATION TERMINAL WITH CERTIFICATE ON HAND 
SO AS TO VERIFY THE AUTHENTICITY OF THE CERTIFICATE ON HAND 
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( END ) 



